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1. An exception to this general rule would be a CNE gathering information prefatory to an attack during
an armed conflict. In this instance, jus in bello rules may permit the perpetrator of a CNE to Targeted.

2. The earliest version of Stuxnet was apparently released in the summer of 2009. In September 2010 an
industrial control systems-security expert in Hamburg announced that he had reverse-engineered the
virus's payload and discovered its ultimate purpose: sabotaging certain Siemens-made programmable
logic controllers operating under certain conditions. The certain controllers operating under certain
conditions are now widely believed to have been those at an Iranian nuclear site. Michael Joseph
Gross, A Declaration of Cyber-War, VANITYFAIR, April 2011, http://www.vanityfair.com/culture/
features/2011/04/stuxnet-201104.html.

3. See Clark & Landau, supra note 32, at 26-27 (describing how the Internet's reliance on packet
switching and network-layering allows for anonymity).

4. A botnet is "a network of thousands or even millions of computers under the control of an Attacker
that is used to carry out a wide range of services." Tyler Moore, Introducing the Economics of Cyber
security: Principles and Policy Options, in Proceedings of a Workshop on Deterring Cyberattacks,
supra note 32, at 3.6. In this regard, a botnet can serve as a force multiplier” by Allowing one actor to
harness the capacity of thousands or millions of computers. See David Gerwitz, 10 Things You Should
Know About the Pentagon's New Cyber warfare Strategy, ZDNET Government (June 2, 2011, 5:00
AM), http://www.zdnet.com/blog/government/10things-you-should-know-about-thepentagons-new-
cyberwarfare-strategy/10429 ([A]ny small group with a pile of PCs (or even PlayStations) can mount a
hugely damaging attack, especially if they make use of zombie botnets as a force multiplier.").

5. Hollis, supra note 29 at 405 (“If you do not know who authored an attack, how can you know whether
to treat it as a crime or an act of war?").

6. See Eneken Tikk, Kadri Kaska & Liis Vihul, International Cyber Incidents: Legal Considerations, 31-
32 (2010) (describing the emerging trend of patriotic hacking).

7. See Definition of: white hat hacker, PCMAG. COM, http://www. pcmag.com/encyclopedia_term/
0,2542 t=white+hat+hacker&i=54434,00.asp (last visited Jan. 6, 2012) (defining "white-hat hackers”
as the "good guys" i.e., "concerned employees or security professionals who are paid to find
vulnerabilities™).

8. See Schmitt, Cyber Operations and the Jus in Bello, supra note 29, at 131 ("[A]ny (cyber] operation by
or attributable to a State which results in damage to or destruction of objects or injury to or death of
individuals of another State would commence an international armed conflict.")

9. See Dancho Danchev, Should a Targeted Country Strike Back at the Cyber Attackers?, ZERO DAY,
(May 10, 2010, 2:03 PM), http://www.zdnet.com/blog/security/should-a-targeted-country-strike-
backat-thecyberattackers/6194 (describing "false flag cyber operations™ as “impersonating a particular
country" in order to "engineer[] cyber warfare tensions by relying on the negative reputation of 'usual’
suspects') 49 A catalytic conflict is one in which a third party instigates conflict between two other
parties. "NRC REPORT, supra note 31, at 312.

10. A catalytic conflict is one in which a third party instigates conflict between two other parties. "NRC
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REPORT, supra note 31, at 312.

11. See Scott J. Shackelford, Estonia Three Years Later: A Progress Report on Combating Cyber
Attacks, 13 J. INTERNET L. 22, 22(2010) ("Many nations, including the United States, have found
mutual Benefit in the status quo strategic ambiguity.").

12. David Drummond. A New Approach to China. The Official Google Blog (Jan. 12. 2014, 3:00 PM),
available at: http://googleblog.blogspot.com/2010/01/new-approach-to-china.html

13. EXEC. Office of the President, International Strategy for Cyberspace: Prosperity, Security, and
Openness in a Networked World 10, 14 May 2011 hereinafter.
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[10] Commentary on the HPCR manual on International Law Applicable to Air and Missile Warefare,
March 2010.

[11] J.A. Simpson, E.S.C. Weiner, The Oxford Compact English Dictionary, 2003.

[12] National Research Council, Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and
Use of Cyberattack Capabilities 80 (William A. Owens, Kenneth W. Dam & Herbert S. Lin eds.,
2009) [Hereinafter NRC REPORT).

[13] David D. Clark & Susan Landau, Untangling Attribution, in Proceedings of a Workshop on
Deterring Cyberattacks 25, 28 (National Research Council ed., 2010).

[14] Kim Zetter, How Digital Detectives Deciphered Stuxnet, the Most Menacing Malware in History,
WIRED, July 11, 2011, http://www.wired.com/threatlevel/2011/7/howdigital-detectives-
decipheredstuxnet/All/1.

[15] William J. Broad, John Markoff & David E. Sanger, Israeli Test on Worm Called Crucial in Iran
Nuclear Delay, N.Y. TIMES, Jan. 15, 2011, www.nytimes.com/2011/1/16/world/middleeast/
16stuxnet.html.

[16] Icty the Prosecutor V. Dusko Tadic Aka (dule), decision on the defence motion for interlocutory
appeal on jurisdiction, 2 October 1995, case no. it-94-1-ar72, appeals chamber, icty, para 119.
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[17] ICJ, advisory opinion on legality of the threat or use of nuclear weapons, para 95.
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Abstract

The international community, which was initially made up of states whose interdependence brought them
together in a community, due to the fundamental and significant developments resulting from the
advances in technology, communication and the need to provide and guarantee the stability due to the
threat of new tools and weapons, on the one hand, new actors were accepted in the field of international
relations, and on the other hand, awareness and the need for convergence and correlation resulting from
the existence of common interests and human values have been fully revealed in it. Various parts are
affected by this discussion. One of the relevant areas has been the discussion of the government’s
international responsibility. From the point of view of the International Law Commission, the axis of
reference to responsibility, the concept of the state has been damaged. On the other hand, it is about cyber
terrorism and explaining the basics and providing related solutions, as well as cyber-attacks and the
discussion of armed conflicts that should be investigated. In all these challenges, international law should
be able to prevent harm to individuals and governments by providing solutions in the international
community.
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