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Abstract

Port resilience to various threats such as natural disasters, terrorist attacks, supply chain
disruptions, and cyberattacks depends on effective passive defense strategies. These strategies
include strengthening infrastructure with disaster-resistant design, establishing early warning
systems and crisis management plans, training and preparing personnel, diversifying supply
sources and logistics chains, and deploying advanced security systems to counter cyber and
terrorist attacks. Disruptive events are increasingly challenging the operations and infrastructure
of ports around the world, emphasizing the need for resilience programs to maintain operational
continuity during crises. Passive defense, as a preparedness to deal with various natural and
unnatural disasters and accidents, is an approach that can enhance port resilience. The aim of this
paper is to identify and explain the drivers of resilience with respect to the passive defense
approach. In this regard, the DEMATEL multi-criteria decision-making method has been used to
achieve the aforementioned goal, and to demonstrate its effectiveness, a case study for Chabahar
Port, as a sensitive port in the country, focusing on various stakeholders, has been presented. The
findings show that the highest and lowest rankings of the main drivers of resilience in Chabahar
Port include flexibility and information security, respectively. Also, the highest and lowest ranking
of sub-drivers are respectively related to the crisis management group from the main driver of
agility and energy resource redundancy from the main driver of redundancy. These results provide
practical and applicable implications for specific port operations and provide a clear path for
implementing resilience strategies.
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